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Develop and implement a secure Microsoft infrastructure platform using native and built-in tools

About This Book

- Learn how to identify and mitigate security risks in your Microsoft Server infrastructure

- Develop a proactive approach to common security threats to prevent sensitive data leakage and
unauthorized access

- Step-by-step tutorial that provides real-world scenarios and security solutions

Who ThisBook IsFor

If you are a security or Windows Server administrator wanting to learn or advance your knowledge in
Microsoft security and secure your Windows Server infrastructure effectively, this book is for you.

What You Will Learn

- Design a secure Windows Server platform based on the best practices and industry standard
recommendations

- ldentify and mitigate security risks using tools such as Security Configurations Wizard, ASA, AppL ocker,
BitLocker, and EMET

- Follow step-by-step instructions to tighten the security of your Active Directory file, print server, Hyper-V
and |1S servers, and application roles

- Develop a secure access control mechanism using the Dynamic Access Control (DAC) feature

- Learn how to maintain security and deliver new security updates and patches using the Windows Server
Update Service (WSUS)

- Discover how PowerShell cmdlets and custom scripts can support your day-to-day security admin tasks

In Detail

Windows Server 2012 provides security features and solutions that can be used as standal one security
solutions as well asintegrated solutions with your existing security or auditing tools.

To begin, you will learn how to implement baseline security using Microsoft Security Configuration Wizard
and how to lock down unwanted services, along with how to configure your Windows firewall. Y ou will see
how to enable and use native tools including AppL ocker to identify and mitigate risks and tighten up your
Windows Server infrastructure security.

This book also walks you through best practices for designing and building a secure Microsoft server
platform, with instructions on configuration and managing Dynamic Access Control and polices.

At the end of the book, installation and configuration of Windows Server Update Services, which plays a
crucial rolein the security space, is covered.
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From reader reviews:
Anthony Parker:

Book is usualy written, printed, or highlighted for everything. Y ou can realize everything you want by a
publication. Book has a different type. We all know that that book is important matter to bring us around the
world. Alongside that you can your reading expertise was fluently. A publication Getting Started with
Windows Server Security will make you to become smarter. Y ou can feel more confidence if you can know
about almost everything. But some of you think in which open or reading some sort of book make you bored.
It isn't make you fun. Why they may be thought like that? Have you seeking best book or appropriate book
with you?

Travis Freeman:

The reason? Because this Getting Started with Windows Server Security is an unordinary book that the
inside of the reserve waiting for you to snap it but latter it will shock you with the secret the ideainside.
Reading this book adjacent to it was fantastic author who write the book in such wonderful way makes the
content inside of easier to understand, entertaining technique but till convey the meaning totaly. So, it is
good for you because of not hesitating having this nowadays or you going to regret it. This phenomenal book
will give you alot of rewards than the other book have got such as help improving your ability and your
critical thinking way. So , still want to hold up having that book? If | were being you | will go to the
publication store hurriedly.

Scott Duran:

Y ou could spend your free time you just read this book this publication. This Getting Started with Windows
Server Security issimple bringing you can read it in the park your car, in the beach, train along with soon. If
you did not include much space to bring the actual printed book, you can buy the actual e-book. It is make
you easier to read it. Y ou can save typically the book in your smart phone. Therefore there are alot of
benefits that you will get when you buy this book.

Samantha Green:

Beside that Getting Started with Windows Server Security in your phone, it could give you away to get
more close to the new knowledge or data. The information and the knowledge you might got here is fresh
through the oven so don't become worry if you feel like an previous people live in narrow small town. Itis
good thing to have Getting Started with Windows Server Security because this book offers for your
reguirements readable information. Do you often have book but you don't get what it's al about. Oh come
on, that will not end up to happen if you have thisinside your hand. The Enjoyable arrangement here cannot
be questionable, such astreasuring beautiful island. Use you still want to miss this? Find this book and read
it from right now!
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