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Make the most of the Bash shell and Kali Linux's commandlinebased security assessment tools

About This Book

- Utilize the command line to create, run, and execute tests

- Learn useful command line based information processing utilities and unlock the problem solving power of
aLinux terminal

- Practical demonstrations using in-depth explanations and screenshots to help you use the Linux Bash
terminal to tackle a collection of common security-related problems.

Who ThisBook IsFor

If you are a penetration tester, system administrator, or devel oper who would like an enriching and practical
introduction to the Bash shell and Kali Linux command-line-based toals, thisis the book for you.

What You Will Learn

- Perform network enumeration techniques with Dig, whois, dnsenum, dnsmap, and others
- Learn how to fuzz and reverse engineer using the Kali Linux command line tools

- Exploit common web application vulnerabilities using skipfish, arcachi, and sglmap

- Accomplish man-in-the-middle attacks straight from your command line

- Assess SSL security using sslyze and opensd

- Carry out network traffic analysis using tcpdump

I|n Detall

This book teaches you to take your problem solving capabilities to the next level with the Bash shell, to
assess network and application level security by leveraging the power of the command-line tools available
with Kali Linux.

The book begins by introducing some of the fundamental bash scripting and information processing tools.
Building on this, the next few chapters focus on detailing ways to customize your Bash shell using
functionalities such as tab completion and rich text formatting. After the fundamental customization
techniques and general purpose tools have been discussed, the book breaks into topics such as the command-
line-based security toolsin the Kali Linux operating system. The general approach in discussing these tools
isto involve general purpose tools discussed in previous chapters to integrate security assessment tools. This
isaone stop solution to learn Bash and solve information security problems.
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From reader reviews:
L ois Jennings:

Now aday individuals who Living in the era exactly where everything reachable by interact with the internet
and the resources within it can be true or not call for people to be aware of each details they get. How many
people to be smart in acquiring any information nowadays? Of course the answer then is reading a book.
Reading a book can help men and women out of this uncertainty Information especially this Penetration
Testing with the Bash shell book as this book offers you rich information and knowledge. Of course theinfo
in this book hundred % guarantees there is no doubt in it you probably know this.

John Jones:

Can you one of the book lovers? If yes, do you ever feeling doubt if you find yourself in the book store? Aim
to pick one book that you find out the inside because don't evaluate book by its protect may doesn't work
here is difficult job because you are afraid that the inside maybe not because fantastic as in the outside
appear likes. Maybe you answer may be Penetration Testing with the Bash shell why because the wonderful
cover that make you consider with regards to the content will not disappoint anyone. The inside or content is
definitely fantastic as the outside or cover. Y our reading sixth sense will directly direct you to pick up this
book.

Danidl Pitts:

In this age globalization it isimportant to someone to obtain information. The information will make anyone
to understand the condition of the world. The fitness of the world makes the information simpler to share.
You can find alot of sourcesto get information example: internet, classifieds, book, and soon. Y ou can view
that now, alot of publisher that print many kinds of book. The particular book that recommended to your
account is Penetration Testing with the Bash shell this e-book consist alot of the information in the condition
of thisworld now. This specific book was represented how do the world has grown up. The language styles
that writer use for explain it is easy to understand. The particular writer made some analysis when he makes
this book. That's why this book suitable all of you.

John Rowland:

As astudent exactly feel bored to be able to reading. If their teacher requested them to go to the library or
make summary for some book, they are complained. Just minor students that has reading's heart and soul or
real their pastime. They just do what the instructor want, like asked to go to the library. They go to right now
there but nothing reading critically. Any students feel that looking at is not important, boring along with can't
see colorful pictures on there. Yeah, it isto become complicated. Book is very important for you. Aswe
know that on this age, many ways to get whatever we would like. Likewise word says, ways to reach
Chinese's country. So , this Penetration Testing with the Bash shell can make you truly feel more interested
to read.
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